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By CLYDE H. FARNSWORTH
" Specialto The New York Times

WASHINGTON, Oct. 27 — A State
Department report, based on classified
Central Intelligence Agency data, as-
serts that the U.S.S.R. Chamber of
Commerce and Industry is headed by a
K.G.B. lieutenant general and is sys-
tematically engaged in commermal es-
pionage in the West. =

It is the first time the chamber
which is housed in the former Moscow
stock exchange-at-Ulitsa.Kuibysheva.6
and represents itself as the. Russian
equivalent of Western chambers of
commerce, has been officially branded
by the United States as a center of in-
dustrial spying.

The document says that of 140 offi-
cials identified with the chamber,
about one-third are known or suspected
intelligence officers, of whom a few are
from the G.R.U., or military intelli-
gence, and the rest from the K.G.B,, the
main Soviet intelligence organization,
known by its Russian initials for the
Committee on State Security.

The report did not get much attention
when it was put out for what State De-
partment officials said was ‘‘limited”
distribution last August. But it reached
the Soviet Union and, according to
sources here, was beheved to have an-
gered Soviet officials, including the
Soviet leader, Mikhail S. Gorbachev.

Was It on Gorbachev’s Desk?

Officials here said the document
might have been on Mr. Gorbachev's
desk during his meeting with Secretary
of State George P. Shultz last week that
failed to set a date for a summit meet-
ing.

Albert V. Melnikov,
Counselor at the Soviet Embassy, said,
*‘1 have no comment on’’ the commer-
cial espionage allegations.

The report identified the chamber’s
chairman as Lieut. Gen. Yevgeny P.
Pitovranov of the K.G.B., who is on the

Commerce Umt U S 'S
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A Government
_document says

one-thlrd of the
off1c1als are sples.

Commercial.

executive commlttee or goveming
board of the U.S.-U.S.S.R. Trade and
Economic Coungil, 4 forum for improv-’
ing commercial exchanges between
the two countries.

The chamber *“exploits and mis-
leads’ Western business and govern-
ment leaders by systematically using
international trade exhibitions and
seminars for collection of economic
data, the report contends.

State Department Document

‘““Hosting over 200 trade exhibitions
and about 100 Western business delega-
tions annually and inspecting thou-
sands of goods each year give its em-
ployees extraordinary access to im-
ported equipment and uncounted con-
tacts with foreign companies,” accord-
ing to the State Department document.

Cited as principal collection priori-
ties are robot technology, marine tech-
nology, inctuding that dealing with sub-|-
marines doing deep sea research, and
industrial chemicals.

The chamber was also accused of
“falsifying’ end-user documentation
during inspection of Western equip-
ment coming into the Soviet Union, ac-
cording to the report.

For example, when a Western com-
pany producing goods for a civilian in-
dustry in the Soviet Union requests a
quality control inspection, the chamber
usually prepares a declaration of in-
spection for the equipment. :

When Soviet officials wish to hide'the

true identify of the Soviet user, the re-

port said, “ofncxals may doctér the

document so that the foreign supplier- 24

may never suspect that he has sold his -
product to a closed facility probably i’
volved in military production.’

When the Soviet buyers purchue

merchandise from a foreign source, g
must be inspected to insure that K-¥

meets. agreed specxfications. This- h

the chamber.

These mspectors go abroad frequem R
ly, and can be assigned-iv-a Western 4% -

factory for several weeks or - for. 9

months. -

The mspectors are not normaily sud-
ject to the travel restrictions and sure
veillance 1mposed on dlplomatk: pere
sonnel. : e.\.u:..'

The report said they’ “somequ
wander into off-limits areas on the pre-
text of inspecting equipment’ and they,
may “also target Western engineers
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and scientists for recruitment a# 7§

agents to pass along techmcal m(ormh : ._;

tion or trade secrets.” i< wtre Lt

The chamber has been sucosshd..
the report said, in persuading Wester
companies to exhibit “sensitive’” elecy-
tronic,

their equipment to the Soviet Union for,
exhibition, the report said, Soviet offt
cials put pressure on them to sé

former Soviet military attaché has re=
ported that Western businessmen have.
>ften been drawn into negoualima o
the sale of sensitive equipment.. &
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Intelligence Collection in the
USSR Chamber of Commerce
and Industry

This paper was prepared for the Department of

State for public distribution. It is based on a classified
study initially done by the Directorate of

Intelligence of the Central Intelligence Agency for US
Government officials.

Reverse Blank
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" Key Judgments

Information available
as of 2 January 1987

was used in this report.

Reverse Blank
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Intelligence Collection in the
USSR Chamber of Commerce
and Industry

The USSR Chamber of Commerce and Industry plays an important role in
the Soviet effort to collect Western economic information of value to Soviet
industry. It carries out that role while acting as a trade promoter and
facilitator with excellent access to Western firms. Among other things, the
chamber:
¢ Introduces Western firms to Soviet foreign trade and

industrial organizations.
¢ Provides foreign trade data to Soviet agencies.
» Carries out official trade functions, including

hosting exhibitions and facilitating patent work.
* Maintains representations in at least 14 countries.

Of the chamber’s known staff of 140, about a third are KGB officers. The
chamber also maintains ties to the GRU.

Some of the chamber’s trade promotion activities involve exploiting or
misleading Western business and government leaders by:
» Systematically using international trade exhibitions
and seminars for economic collection.
« Falsifying end-user documentation during inspection
of Western equipment coming into the USSR.

The chamber’s collection priorities—if it has any—are unknown. However,

since at least the 1960s, it has tried—often successfully—to collect

information on a wide range of Western technology, including:

» Robot technology.

e Marine technology, including that dealing with submarines doing deep-
sea research.

¢ Industrial chemicals.

The chamber’s contribution to the overall Soviet effort to collect informa-
tion on Western technology is difficult to gauge. However, its trade
promotion activities—hosting over 200 trade exhibitions and about 100
Western business delegations annually and inspecting thousands of goods
each year—give its employees extraordinary access to imported equipment
and uncounted contacts with foreign companies, particularly US or US-
affiliated firms.
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By Terry Atlas
Chicago Tribune

WASHINGTON—At the low
point in his talks last week with
Secretary of State George Shultz, a
suddenly angry Mikhail Gorbachev
pulled from his stack of papers a
month-old State Department report
on Soviet disinformation and other
“dirty tricks” to influence forei
public opinion. i

The report was “all marked up,’
Shultz said afterward, and the Sovi-
ct leader “seemed to resent the fact
that there were critical comments in
iL"

Kathieen Bailey, author of the re-
port, said Monday that she was not
altogether surprised by Gorbachev’s
reaction.

“You would anticipate they

- would ‘be ~upset about -it, yes;-be-

cause we've exposed what they've
done,” she said.

Ironically, Shultz at the time had
not secn the 90-page report, which
documents a vanety of Soviet “ac-
tive measures,” such as a disinfor-
-mation campaign that contends the
AIDS virus is the result of Amen-
can germ warfare experiments. By

Monday, Shultz had a copy of the

unclassified report.

Bailey, former research director at
the U.S. Information Agency, is
deputy assistant secretary of state
for research, specializing in Sovict
cfforts to influence world public
opinion through deception and lies.

The report was the work of an

interagency Fovcmmcnt group _that
raws on ofhicials {from ntclligen
ensc_departments and the U.S, In-
formation Agency.

Partly in response to prcssure
from the political right, the State
Department a year ago established,
under Bailey, an Officc of Active
Measures Analysis and Response to
monitor such Soviet activities and
to plan U.S. steps to counteract
them.

The study, requested by Congress,
looked at the way the Sovicts use
disinformation (deliberately falsc or
misleading information), forgerics,
front organizations and other covert
measures to advance Soviet forcign
policy and to damage the US. in.
the eyes of the world.

y ﬁ‘iCkS" file upsets Soviets

orbachev angered by U.S. report on djsinfon_nation

“The Soviets have been pickin

up their activitics in this arca signif- -
icantly,” Bailcy said, despitc Gor--

bachev’s calls” for more openness
and better relations with the West.

Jeflrey Richelson, an intelligence
specialist at the Brookings Institu-
tion, said there is no question that
the Kremlin directs such undercover
activitics.

If the Soviets are planting false
stories, then “it’s certainly legiti-
mate to try to find out about them
and to try to show they’re not
true,” he said.

The report documents Soviet ef-
forts 10 spread false storics that, for

instance, the U.S. supplies chemical

weapons to the antioommpnist Af-

-

ghan resistance fighters and that the

U.S. has developed an “ethnic .

bomb’’ that selectively kills
nonwhites.

The report traces the AIDS story,
a disinformation campaign that has
particularly angered American offi-

cials. Last month, Shultz com-

plained about it to Soviet Foreign
Minister Eduard Shevardnadze, who
reportedly said Moscow would try
to stop spreading the story.

In addition, the report cites the
World Peace Council and its Amer-
ican branch, the U.S. Peace Coun-
cil, as Soviet front organizations
that promote the Kremfin’s defense
and disarmament proposals.

The group is said to be directed
by the international department of
the Soviet Communist Party, which
is headed by Moscow’s former am-
bassador to the U.S., Anatoly
Dobrynin.

The report covers what it says are

Kremlin cfforts to use Soviet reli-

glous leaders to influence their
counterparts around the world and
damaging forged documents that
scem to be the work of Moscow or
its allies.

The official Soviet news agency
Tass, in a story Sept. 30 about the
report, said critically: “The authors
of the publication” scemed to be
guided by two simple rules: Any
public organization opposed to
Washington’s official directives was
a ‘front’ for the Russians, while any

The Christian Science Monitor
New York Daity News
USA Today

The Chicago Tribune SE@ [ — pi.é
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tige was Soviet disinformation.”

Shultz, recounting his conversa-

tion with Gorbachev, said he gave
no %ound to the Soviet leader.

“There was sort of an attitude
Gorba_chcv] of how could anybo[}:l);
be critical of the Soviet Union,”
Shultz rocalled. “And 1 said really
Its very easy.

“After all, you invaded Afghani-
stan, you shot down that Korcan
airliner and then Mr, Gromyko
[then Soviet foreign minister] went
to Madrid and said that they'd do it
agam,” Shultz said he told Gor-
bachey. “And then you’ve been
spreading all this bum dope about

~AIDS, 50 you can sce that it's pos= "

sible to be upset.”

Page —L_,, .
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Gorbachev Considers

Longer Stay in U.S.

Aides Say He Will Stress Arms Issues

By Gary lLee

Washington Post Foreign Servive

MOSCOW, Nov. 10—Soviet
leader Mikhail Gorbachev could
prolong his upcoming visit to the
United States several days beyond
the three days now planned, a sen-
ior Soviet official said today.

{U.S. spokesmien have said the
Gorbachev trip, scheduled to begin
Dec. 7, is due to end Dec. 10 or 11,
but Kremlin officials are weighing a
longer stay, the Soviet official, who
asked not to be named, said.

Other Soviet officials have indi-
cated that besides the length of
Gorbachev’s visit, his program-and
general objectives and entourage
are still the subject of intensive sen-

ior-level discussions at the Kremlin;-

Besides signing a U.S.-Soviet ac-
cord to eliminate medium- and
shorter-range  missiles, Gorba-
chev’s general purpose is expected
to be making sure that the disarma-

ment process will continue beyond -

the summit and beyond the Reagan
presidency. . -

One Soviet official said Gorba--
chev’s trip could focus as much on

engaging-the -American people in a
discussion’ of - disarmament as on
meetings with officials, Vitaly Ko-
rytich, editor of the official maga-
zine Ogonyok, said in an interview
that “the trip has other important
purposes besides the talks.”

In the Soviet view, the Washing-
ton summit should involve a major
discussion of a treaty to cut back on
strategic nuclear -arsenals on both
sides and to abide by the 1972 Anti-
Ballistic Missiles (ABM) treaty, in
addition to signing the treaty on in-
termediate nuclear forces (INF).

“The summit could give a real im-
petus to relations if it is followed by
other initiatives for disarmament,”
Kremlin foreign policy adviser Ev-
geniy Primakov said in an interview.
“We don’t see the summit and the
agreement to be signed there as the
end of a process but part of a long

nracecs in oy relationg.”

the strategic weapons treaty under-:
discussion are “not linked but they-
are also not separate,” said Pri--
makov, head of the International In-:
stitute for the World Economy, a-
leading Soviet think tank. Both.
agreements are part of a larger dis-:
armament process, he added. ,

“The main job of Moscow is to en-:
sure that Reagan is engaged in the:
arms control process until the end of
his presidency,” an expert on Amer-
ican affairs said in a recent inter--
view. Besides planning meetings be-
tween Gorbachev, President Reagan
and other senior officials, Kremlin
aides are also discussing Gorba-
chev’s agenda during the trip, includ-
ing possible: public relations appear-
ances or sightseeing trips.

Raisa Gorbachev, who is expect-
ed to accompany her ‘husband on
the trip, also is involved in discus-
sions about possibly extending the
visit, according to a Soviet source.
She favors a visit of longer than
three days, the source said.

Soviet officials “stress that the
trip is a working visit. They also
have mentioned the possibility that
Gorbachev will make .a major
speech before Congress or the U.N.
General Assembly. )

The team of aides to accompany
Gorbachev will include Foreign Min-
ister Eduard Shevardnadze and prop-

aganda specialist Alexander Yakov- |

lev, both members of the ruling Po- .
litburo, Soviet officials have said.

Other members of the Soviet dele-’

gation are still under discussion, an
official said, and could include De-
fense Minister Dmitri Yazov.
Beginning - senior-level presum- °
mit talks, - Deputy Secretary of
State john Whitehead is to arrive
here Nov. 14 for discussions with
Deputy Foreign Minister Anatoly
Adamishin on human rights issues. :
Deputy Foreign Minister Yuli Vo-
rontsov and Undersecretary of State ~
Michael Armacost are to meet on re- .
gional issues in Geneva Nov. 17 and .
18. in addirion, Vorontsov and Max
Kampelman, who heads the U.S. del-

egation in;G(;'neva. are scheduled tg..
hold talks Nov2 16. . . -¥<>'4
Both sigw}a'gree that the -INF -
treaty is largely finished and the
Geneva negotiations will focus on
wrapping up the remaining detaxls.‘
Soviet officials here have said. . %
Although many Soviet officials are
convinced Reagan is interested in -
arms control to enhance the record
of his term in ofﬁt:ea,f they have ex-
ressed fears that after signing an -
ll)l‘lf"'ae&:'ord~he:will abandon the dis-
armament’ =pxocas,and delay nego-,
i tiations for follow-up agregme'nts. -
Uncertainty about Reagan’s com=-
mitment* &\ postsummit-- disarma-..
ment . ‘negotiations, appa:ex.uly 3
. subject iof .major - dispute_ in the-
i Kreinlin, is seen by some as a pos~
siblé. reason for Gorbachev’s sud<
- dens~and? shortlived-reluctance. to
‘a::date fonta summit, during.

i
®

¢ set

st.
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based aitimissile ‘System, ang o
- decided suddenly t‘y%te!m»; and thus'

Summ'ﬁ ter
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